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Secure Configuration | Context
• Cyber Essentials defines a core set of controls which, when properly
implemented, will provide organisations with basic protection from the
most prevalent forms of threats coming from the Internet. In particular, it
focuses on threats which require low levels of attacker skill, and which are
widely available online.

• The Scheme focuses on Internet-originated attacks against an
organisation’s IT system.
1. Phishing: malware infection through users clicking on malicious e-mail
attachments or website links.
2. Hacking: exploitation of known vulnerabilities in Internet connected
servers and devices using widely available tools and techniques.

Secure Configuration | Objective
• Computers and network devices should be configured to reduce the level of
inherent vulnerabilities and provide only the minimum services required.
– Devices cannot be considered secure upon default installation. A standard, ‘out-ofthe-box’ configuration can include administrative accounts with predetermined,
publicly known default password; unnecessary accounts and applications enabled.
– Default installations of computers and network devices can provide cyber attackers
with a variety of opportunities to gain unauthorised access to an organisation’s
sensitive information, often with ease.

Secure Configuration | Requirements
Computers and network devices (including wireless access points) should be
securely configured. As a minimum:
1.

2.
3.
4.
5.

6.

Unnecessary user accounts (e.g. Guest accounts and unnecessary
administrative accounts) should be removed or disabled.
Any default password for a user account should be changed to an alternative,
strong password. Timeout; Lockout periods.
Unnecessary software (including application, system utilities and network
services) should be removed or disabled. Lock down ability to install.
The auto-run feature should be disabled (to prevent software programs
running automatically when removable storage media is connected to a
computer or when network folders are accessed). Three clicks to run.
A personal firewall (or equivalent) should be enabled on desktop PCs and
laptops, and configured to disable (block) unapproved connections by
default.
Enable encryption for data at rest (storage)

Secure Configuration | Operating Model
Analytics, Forensics

Data (Security)
Warehouse
Threat
Intelligence

Automated TI
(STIX, TAXI)
Third Party
Protective
Monitoring

IoC, IoA

Advanced Threat
Detection

Alerts, Logs

IoC, IoA

Security
Incident
Management

Security Alert / Warning

Protective
Monitoring

Alerts, logs
(IPS, firewall, AD, DLP, EOP, etc.)

Vulnerability
Scanning

Policy
Compliance

Asset
Discovery

User
Behaviour
Analytics

Service Management
•
•

CMDB
Incident Management

Change Management
Endpoint and
Infrastructure Assets
Static Code
Testing

Dynamic Code
Testing

Patch
Management
Configuration
Management

Minimum Baseline Security Standards
• Policy
• Standards
• MBSS
– Applications
– Databases
– Infrastructure
• Firewalls etc

– Operating Systems
• Windows
• Linux
• etc

Security Misconfiguration | OWASP
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Secure Configuration
• A core security control
– Protect from common, low capability threats.
– Provides a strong foundation for building advanced security controls to
address high capability attack

Useful References:
NCSC: https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
NCSC: Security Design Principles for Digital Services; https://www.ncsc.gov.uk/guidance/security-designprinciples-digital-services-main
NCSC: Common cyber attacks: reducing the impact;
https://www.ncsc.gov.uk/content/files/protected_files/guidance_files/common_cyber_attacks_ncsc.pdf
NCSC: Current and common threats and vulnerabilities; https://www.ncsc.gov.uk/topics/cyber-threats
Centre for Internet Security Benchmarks: https://benchmarks.cisecurity.org/
Open Web Application Security Project: www.owasp.org

