Firewalls
Nick Barron
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About me

IT admin and security controller
for mid -sized MOD supplier

I donot sel | fir
and shout at them

DISA IT techie

o o To  Io

Have way too many computers
at home
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What 6s ahead

AHow the Internet works
(in one slide!)

AWhat network firewalls do

(and donot do)
AHardware vs software
ACyber Essentials requirements
APossible problems
ASummary
| fie

EEEEEEEEEEEEEEE
ECURITY ASSOCIATION



How the internet works

A Internet devices have an IP (Internet Protocol) address, which
IS a block of four numbers: e.g. 192.168.0.1

I Think of this as the main office phone number

AStuff running on Internet devic
a specific numbered port, e.g. port 80 for web servers

I Think of this like a telephone extension
A Only certain ports are listening for connections
I Think of this like having a phone plugged in

A Human -readable web addresses like www.thedisa.org.uk are
converted into IP addresses by the Domain Name Service

(DNS)
I Think of this like the phone book
Al odve skipped over a | ot of stuf

our purposes!
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http://www.thedisa.org.uk/

So what Is a firewall anyway?

A A firewall is a choke point that sits between your network and
the outside world

A It controls what comes in, and what goes out

I For example you may have an internal web server that you
donot want the outside worl d t

A Must be the ONLY way in and out
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What firewalls do

A Firewalls control access based on rules

I Allow access to specific internal services
(IP addresses and ports)

I Apply different rules to different sources (e.g. internal
machines have greater access to web server than external
ones)

Segregate internal networks

Check for funny stuff going on (e.g. misusing ports)
Log incoming and outgoing connections

Network address translation

I Hides large internal networks behind a few external IP
addresses

I Simplifies networking and improves security

To To Io I
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Other things firewalls do

A Intrusion detection/prevention
I Look for and block attempted attacks
A Malware scanning
I Scan downloads for malware
A Website filtering
I Block malicious/non -business web sites
A Quality of service
I Share network speed fairly and prevent hogging
A Remote access/VPNs

I Allow secure remote access from users outside the
network

A But remember é
I Complexity is the enemy of security
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Wh at firrewall s d

A Configure themselves

I they donodot automatically wunder
business requirements or your security needs

A Manage themselves

I they need regular management to amend rules, update
software and review logs

A Monitor themselves
I they can highlight suspicious activity, but not all security

ISsues
A Protect you from all threats
i wonot prevent soci al engi neer.|

connected inside the secure perimeter  etc
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Hardware vs software

A Hardware firewall

I Dedicated device, hardened software and operating
system

A Software firewall
I Integrated into operating system (Windows, OSX, Linux)
A Combined approach

I Defence in depth with both hardware and software
firewalls
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Cyber Essentials requirements

A What the specification says:

I Al nformation, applications andc
organi sationos i1 nternal net wor
unauthorised access and disclosure from the internet,
using boundary firewalls, internet gateways or equivalent
net wor k deviceso

I Default password should be changed

I Rules should be subject to approval/authorisation and
documented with business need

I Unapproved services should be blocked by default

I Rules no longer required should be disabled in a timely
manner

I  Administrative interface should not be accessible from the
Internet
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Default password

A Most devices come with stupid default passwords

A Some fisecureo passwords are
on hardware address)

A Surprising how often they are left unchanged

Question: What is the default username and password
for a Cisco PIX firewall?

The default user and password for a Cisco PIX firewall, including 501, 506, 506E, 515, 515E and
525 models is:

Username: pix

Password: cisco
i DIS
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Rules must be approved

A Firewall is only as good as its configuration
A Must be

I Approved by an individual

I Documented

I Include explanation of business need

A Cheaper firewalls will require external process for this, more
expensive ones have integrated change control

A Doesndét need to be too compl ex
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Block unapproved services

AfnDefault denyo is the golden ru
A Should apply to outgoing connections too
A Be particularly careful about encrypted connections
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Disable redundant rules

A Firewall should always be fil eas
A Firewall rules should be regularly reviewed

I Weed out old rules

I Time limit rules if possible

I Be sure to have rollback option in case of mistakes

’ D I S
uuuuuuuuuuuuuuu
SECURITY ASSOCIATION




Restrict access to admin interface

A Administration should be restricted to access from specific
machines on internal network

A IF remote administration required
I Must be properly encrypted

I Should be restricted to trusted remote connections
I Should only be enabled when required

A More expensive firewalls provide secure remote management
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Other stuff you should do

A Logs
I Keep as detailed logs as long as possible
I Secure backup/archive
A Defence in depth
I Consider multiple firewalls, but beware of complexity

ISsues
A Patching
I Firewalls need patching too!
A Redundancy & oo -
il peintof failure Rodbeghiti ot
I Address with redundancy, @musalbas @marcan42 @msuiche

maintenance and/or spares

82 63 BZz0 2+ 3= 2



What goes wrong

A Operator error
I Easy to make mistakes with rules

I Reduce risk by regular external testing, periodic
Independent review
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What goes wrong

A Vulnerabilities in firewall products
I Regular patching
I Defence in depth

i Use dedicated security device
routers

dal'S TECHNICA Q =

RAG N'DROP HACKING'— L. & PeNTesT PARTNERS +442030950500  About  Services
Hints suggest an insider helped the NSA

“Equation Group” hacking tools leak

Structure of leaked files, other factors suggest someone inside "air gap” snuck them out.

//( Z ISPreview

jome  Articdes ISPList Reviews Top 10 Forum Jargon Speedtest Broadba

BLOG: INTERNET OF THINGS

Andrew Tierney
TR-064 worm. It’s not Mirai and the 02Dec2016

outages are interesting

D » ISP News »

UPDATES3 TalkTalk and Other ISP Routers
Potentially Vulnerable to New Mirai Worm

Mark Jackson

We've been looking at the code behind the worm that’s
exploiting TalkTalk, PostOffice and many other Zyxel routers
using the Allegro RomPager HTTP server.

What'’s odd is that we can’t currently see why it's causing

Email | Link News 13 Comments outages, other than perhaps collapsing under the

congestion of scanning for more vulnerable routers.
It's spreading fast! A newly modified version of the

malicious Mirai worm, which has recently been

0o remotely infecting masses of different broadband The vulnerability is fairly simple, and relies on a series of

routers at other European ISPs (900,000+ in mistakes
-+ P g Germany), may soon begin to hit devices in the United
D I SA . ) Kingdom too, such as TalkTalk’s D-Link DSL-3780 kit
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Summary

A Firewalls provide a wide range of security benefits

I Must be configured correctly and installed appropriately in
the network

i Not a nfit and forgeto sol utic

A Configuration control of firewalls is important
A Most commercially available firewalls will meet Cyber
Essentials requirements (including free ones)
A Donét trust firewalls built in
equipment
A Useful links
I https:// www.ncsc.gov.uk/guidance/10 -steps -network -
security
I https://www.ncsc.gov.uk/guidance/end  -user-device -
security
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Questions?

(I checked on Twitter they said gratuitous cat pics are fine!)
Nick Barron
nick.barron@pennantplc.co.uk
PRI=2 01329 226346
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